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QKD is part of a larger network encryption solution
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... and creates dependencies
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AES: Advanced encryption standard

KMS: Key management system
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QKD WITH TRUSTED NODE OVER SHARED FIBER

Multi-span configuration
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GETTING HANDS ON QKD DEVICES
Support for testbeds In OpenQKD OPEN%QKD
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NATIONAL RESEARCH PROJECT. DEMOQUANDT

QKD as a service

User Site User Site
User User
Network Network
Termination Termination
n l Data Center l
Encryptor Encryptor
QKDN Controller QKDN Manager
(3 o® Management & Control
S . [ | | | |
e °
L
o
UKMS KMS KMS KMS UKMS
Alice Bob Alice Bob Alice Bob Alice Bob
User Node Relay Node Relay Node Relay Node User Node
SPONMS0RED BY THE
@ Faderal Ministry
= of Education h.da TECHNISCHE
and Research Q HOCHSCHULE DARMSTADT
s s = \ UNIVERSITAT
ROHDE&SCHWARZ UNIVERSITY OF APPLIED SCIENCES K
KEE UANT : = " DARMSTADT

a 2023 © Adva Network Security GmbH

Adva

NETWORK SECURITY




QKD FOR OPTICAL TRANSPORT NETWORKS

Take aways

QKD and optical transport looks like a natural match
- There is fiber available that can serve as the optical channel for QKD

« Securing optical networks is important and getting more common

 Network providers are not happy to fiddle with their transport network
- Quantum channel limits transmission capacity and can make operation a hassle

* Use a dedicated fiber for the quantum channel if possible
« Span attenuations in legacy networks might still be too high

« QKD will be an add-on for classic and post-quantum key exchange
+ QKD comes with extra cost but is only solution that can provide long-term security

« Certification/standardization of QKD devices/networks to address a broader market
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Thank you

helmut.griesser@advasecurity.com
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